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' | 7 July 1980

MEMORANDUM FOR: Director of Central Intelligence

VIA : Deputy Director of Central Intelligence
: FROM : : |
20 : I_S'Airﬁrfhe_[JCI_tTWIIPaﬁ:menta‘t:ion
- SUBJECT = Talking Points -~ Conversation with Deputy

Secretary of State re Single Commmity-Wide
APEX Nondisclosure Agreement

. 1.  Ambassador Carlucci has informed me that you are concerned
about the impact of the APEX Nondisclosure Agreement. This conversa-
tion is intended to answer some of your questlons about it and ex-
plain why I believe that I must, to comply with the obj ectlve of

2BX1A ' PD/NSC promulgate 11: L .
25X1 : 2. D[ Jdirects me, among other things, to establish UNTFORM
: security standards to govern access to sensitive intelligence.

Consequently, NFIB. collectively has agreed upon, and I have approved
for publication, a single APEX Security Policy Manual for Govemment
It sets three requirements for access to SCI:

.- Certification of need-to-know;

© -- Favorable investigation by strict standards;

-- Security indoctrination and execution of a
Nondisclosure Agreement. (S)

: 5. That Nondisclosure Agreement has been worked over in detail
‘and at length by the lawyers representing the Intelligence Community
and the Attorney General. In its current form, the Aoreement is
considered to be fair to the individual and to the Goverrment. It .
provides a basis for the Government to enforce on individuals obliga-
uons to maintain secrecy.

OGC Has Reviewed .-
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4. "Execution of such agreements is not new. Form 4066 (Non- -
disclosure Agreement Sensitive Compartmented Information) and
predecessor agreements have been in use for years. You have signed
such .an agreement, perhaps several times. CIA central records show
that you have access to at least eight SCI categories. Some 3,400 /
State employees have signed such agreements for 7,400 accesses.
Programs ‘controlled elsewhere do not appear in current CIA records,
but almost certainly would enlarge this figure. Past practice
required signing another copy each time a new access was approved.
On the average, each State employee has signed two SCI secrecy
agreements. Senior White House officials, including Dr. Brzezinski,
Jody Powell and Lloyd Cutler, have similarly signed SCI secrecy -

agreements. (S) -

5. My lawyers are of the view that Form 4066 would be inter-
preted by the courts to support a Snepp-type action against the
signer, even though the language may not clearly warn the signer
of this prospect. The new agreement is fairer to the employee in
that it clearly advises him or her of the requirements for secrecy
and of the actions that the Government might take if the agreement is
violated. The new agreement also explicitly advises the employee
who wishes to speak or write publicly on how to stay out of trouble--
thus, the specific guidance on review to avoid loss of royalties '
or prosecution. (U) '

6. I am not seeking to cause unnecessary litigation nor to
become a censor. The agreement as drafted attempts to minimize both -
Toles by being explicit on what can and cannot be done following -
access to SCI under APEX. (U) :

7. Unlike the current CIA secrecy agreement, which >
calls for prepublication review of any writings about the Agency
or intelligence activities, the APEX agreement will require submission
only of those writings which contain information related to sensi-
tive compartmented activities or which may be based upon Sensitive
Compartmented Information. Thus, the agreement will actually
cover a narrow category of information and activity. It should
provide no problem for State Department officers who write on issues
of foreign policy and diplomacy having nothing to do with Sensitive
Compartmented Information or the activities which produce such ‘
information. (U) :

-2-
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‘ N . | : :
' 8.. “,Al—s"o , please understand that the Nondisclosure Agreement

does not prohibit publication of information or materials without

' recourse. The person who submits a manuscript for review and who
believes that the Government is arbitrary in recommending deletion
or modification because of security, may still go to court to have the
Government defend its action. ()] ' : -

9. 1I believe that: A
-- a UNIFORM security system for SCI 5

-- compliance with the President's State of
‘the Union injunction to improve security
for SCI; - ' :

== and simple equity require that senior State .
- officials sign the same Nondisclosure Agree- .
. ment that must be signed by photointerpreters

" and cryptanalysts. (U) 4 - :

I cannot see that the ag-reerﬁexit is in any way damaging to anyone who
sincerely intends to protect sensitive collection operations and the

‘. product. thereof. Y
' 100 1 intend, therefore, to.issue the Nondisclosure Agreement
as it stands. - In my view, it.imposes nothing new, is more explicit
about obligations than the existing agreement, provides more of the

desired protection and is. the basis for wniform rules on access. NU) B O
- 11. A copy of your memorandum to NFIB and the agreement is T -
- attached, with an extra for the Deputy Secretary. (U) -
12. This memorandum was prepared jointly by 0GC and the
APEX Control Staff. (U) ‘ i .
25
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MEMORANDUM FOR NATIONAL FOREIGN INTELLIGENCE BOARD
SUBJECT: APEX Nondisclosure Agreement

- 1. This memorandum distributes for your information the
- uniform Nondisclosure Agreement required by paragraph 16c of the
 APEX Security Policy Manual as a prerequisite for access to
~ Sensitive Compartmented Information (SCI). I recognize that this
- agreement does not meet the preference of all members of the :
- Commmity. "I have reviewed several positions, however, and I

. _ have concluded that:

- == The President's injunction in his January
1980 State of the Union address that "We
must tighten our controls on sensitive
o . intelligence information,™ Tequires a
o strong, effective Nondisclosure Agreement
S - under APEX. L i

- --. Substitution of APEX for past systems of
- Compartmentation would not provide any
hope of improved security without such
-an agreement. : L
) R . ‘ R
-~ All of the provisions in this agreement L Sme
. are necessary to provide '"legal sufficiency™. ' ’

== The agreement should be executed by all
persons having access to SCI, not merely
a subset of intelligence-oriented
employees. ' . o

-- The existing systems of compartmentation
have always required execution of a B
- Secrecy agreement as a prerequisite to
access to SCI. The APEX Nondisclosure
Agreement is not an innovation.

P
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2. I have consequently approved the agreement. The agree-
ment will be distributed by APEX Steering Group channels as soon
as possible in order that APEX indoctrination may begin.

STANSFIELD TURNER
Chairman

- Attachment: =
'" . 'Nondisclosure Agreement

W

e
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5 June 1988 (Revised)

o | APEX
A "N@NDISCLOSURE AGREEMENT

An»Agreement Betweeh and the United States
1. Intending to be.legally bound, I herebf accept the
obligations eontained'ih this Agreement in censideration of
| my being granted access to informatioh pretected within'the<
APEX Special Access Control System, herelnafter referred to'_
in thls Agreement as Sensitive Compartmented Informatlon.i ii‘ R
’ have been adv1sed that Sen51t1ve Compartmented Informatlon | B
protected within the APEX system involves or derlves from g
rntelllgence sources or methods which the Director of Central
Intelligence has the responsibility to protect,;and is |
claseitied or classifiahle under the standards of Executj_ve~
Order 12065 or other Executivevorder or statute. I ﬁnderstahd
and accept that by being granted aCCESS'tO Sensitive Compartmeqted
»Informatlon special confidence and trust shall be placed 1n
me by the United States Government
2. I hereby acknowledge that I have received a secﬁrity
indoctrination concerning the nature and protection of | .
Sensdtive Compartmented Information, including the procedﬁres
to be followed in ascertaining'whether.other'persons te whom
I contem?late disclosing this dnformation have been approved
for accees to it, and I understand these procedures. I under-

stand that I may be required to sign an appropriate acknowledgment
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i upon be%%rgogeranoée% eaag?:ess to each category og ens%'.t?.ve

Compartménted Information within the APEX Special Access

Control Syséem. I further understand that all my obligations

under thié{ﬁgreeméht'continue to exist with respect to such
categories4whether or not I am required to sign such an '
acknowledgment; S - ' . : ‘

3. i havé been advised that direct or indirect unautho- ‘

rized diSclosure,_unauthorized.retentioh or negligent

handling of Sensitive Comparﬁmented Info;mation by me could
cauge ir;eparablé injury to-the United States or-be uséd fo
advéntage by a_foreign natién.' I hereby agree thét X will
'_neéefAdivulée such informétion.to anydne-whovis not authorized
to'réceive_it without priér writteﬂ authbrizatioh frdm the} .
Upited States Government'departmeﬁt or agency (héreinafter
béparﬁment‘or Agency) which last authorized my access to
Sensifive Compartmented Information. I further.understand
4,tha£:I am obligated'gy law and regulation not to disclose =

any classified informationvin an unauthorized fashion. \

4. In consideration of being granted access to Sensitim;d“

'Compartmentéd Inforhation and of beiné assigned or retained .’

in a position of special confidence and trust requiring »
access to Sensitive Compartmehted Information, I hereby

agree to submi£ for security re&iew by the Department of._
Agency which last authorized my access té such information,

duriﬁg the course of my access to Sensitive Compartmented

AN
Information and thereafter, all information or materials,

-
\

»
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including works of fiction, which contain any mention of
1ntelllgence data or act1v1t1es relating to Sensitive
Compartmehted Information or which contain data which may be
based upch%Sensitrve Compartmented Information, that I con—
template disclosing to any person not authorized to have:
access to Sensitive Compartmented Information or which I
'have prepared for publlc dlsclosure, prior to dlscu551ng it
w1th or show1ng 1t to _anyone who is not authorlzed to have

access to Sen51t1ve Compartmented Information. I'further

agree that I will not disclose such 1nformat10n or materlalsv
to any person not authorlzed to have access to Sen51t1ve .
- Compartmented Informatlon untll b A have recelved wrltten
authorlzatlon from the Department or Agency that last authorlzed
my access to such 1nformat10n that such dlsclosure is permltted
5. X understand.that the purpose of the review described
in paragraph 4 is to give the United States a reasohable'
opportunity to determine whether the infcrmation or materiaIsA
subﬁitted-pursuant to paragraph 4 set forth any SensitiveA_ "fi'
Compartmented Information. I further understand that the
Department or Agency to which I have submltted materials
will act upon them, coordlnating within the Intelllgence
Community when approprlate, and make a response to me within
a_reasenable time, not to exceed 30 days. | |
6. IXI'have been advised.that ahy breach of this-Agreement

may result in the termination of my access to Sensitive

Compartmented Information and retention in a position of
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special confidence and trust requiring such access, as well

as the termination of my employment or other relationships

with any Department or Agency which provides me with access

to Sensftive Compartmented Information. In addition, I have

been advised that any unauthorized disclosure of Sensitive
Compartmented Information by me may constitute violations.of .
Unitedlstates criminal laws, including the provisions of S
Sections 793, 794, 798 and 952, cpitlé 18, United States
Code, and of Section 783(b)., Titie 50, United States éode.
Nothlng in this Agreement constltutes a waiver by the Unlted
‘States of the rlght to prosecute me for any statutory v1olatlon.
:-7. "I understand that the United States Government may |
seek‘any remedy avallable to it to enforce thlS Agreement -
1nclud1ng, but not limited to, application for a court order
'prohlbltlng dlsclosure of information in breach of thls
Agreement._ I have been advised that the action can be
.broughtvagainst me in any of the several appropriate United
>States District Courts where the United States Government L
may elect to file the actlon‘ Court costs and reasonable-p
attorneys fees 1ncurred by the Unlted States Governmentdmay
be assessed against me 1f I lose such action.

8. I understand that all information to which I may -
obtain access by signing this Agreement.is now and will forever
remain the property of the United States Government. I dbA
not now, nor will I ever, possess anyAright, interest,Atitle,

. _ .
or claim whatsoever to such information. I agree that I shall .

return all materials which may have come into.my possession

4
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ox f§¥w$§ach I am responsible because of such access, upon
demand by an authorized representative of the United States
Government or upon the conclusion of my employment or other -

relationship with the United States Government entity providing

me access to such materials. If I do not return such materials

upon request I understand this may be a,v1olat10n of Sectlon
793 Title 18, Unlted States Code, a United States criminal
law. |
9. Unless and until I am released in writing by an ﬂ;
‘ 'authorlzed representatlve of the Department or Agency whlch
last provided me w1th access to Sensitive Compartmented -

Informatlon, I understand that all the conditions and obllgatlon~

imposed upon me by thlS Agreement apply during the time I am
granted access to Sen51t1ve Compartmented Informatlon, and
at all tlmes thereafter

10. Each provision of this Agreement 1s‘severable If
a court should flnd any prov151on of this Agreement to be o

_unenforceable, all other provisions of this Agreement shall

s

remaln in full force and effect This Agreement concerns
Sen51tlve Compartmented Information and does not set forth
such qther conditions and.obligations not related'to Sensitive
Compartmented Informatlon as may now or hereafter pertaln to
my employment by or a551gnment or relatlonshlp with the ~‘ '
Agency.< E B

ll. I have read this Agreement carefully and my questions,
if any, have been answered to my satisfaction. I acknowledge
that the brleflng officer has made avallable Sectlons 793,

794, 798, and 952 of Title 18, United States Code, and
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Section 783(b) of Title 50, United States Code, and Executive
Oxder 12065, as amended, soO that I may read them at this» .
time, if'i;so.choose.

12. ;%hereby'aésign fo the United States Government

all rights, title and interest, and all royalties, remunérations,
ahd emoluments that have_fesulted, will result or may result
from any disclosuré, publicaﬁion or revelation not.consiétent
with the terms of this Agreement. . | |

| 13. I make this Agreementiwithout ény mentql reservation
or pﬁfposé of evagién; |

‘Signature

Organization

Social Security Number
(See Notice Below)

Date
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The execution of this Agreement was witnessed by the under-—
signed who accepted it on behalf of the United States
Government -as a prior condition of access to Sensxtlve

Compartmented Informatlon.

. \‘\

WITNESS AND ACCEPTANCE:

Signature

Printed Name bate

-

NOTICE R

The Prlvacy Act 5 U.S.C. 552a, requlres that federal

agenc1es inform individuals, at the time information is

solicited from them, whether the disclosure is mandatory or
voluntary, by what authority such information is soliciteqd,
and what uses will be made of the information. You are

- hereby advised that authority for soliciting your Social -

Security Account Number (SSN) is Executive Order 9397. . Your
SSN will be used to identify you precisely when it is
necessary to certify that you have access to the .information =
indicated above. While your.disclosure of SSN is not mandatory,

\’ N

- your failure to do so may delay the proceSSLng of such

certlflcatlon-

\\ .

~
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